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ABSTRACT 

Nowadays network play a very important role, every company need network. It is because, there are a lot of work done by 
network based and need to monitor through network. Once network of a company down it will affect the whole company. 
Either lower down the productivity or the whole company have to stop working. Normally in a big company they can get the 
most expensive and good solution for their company because Big company have sufficient money to get the best solution but 
for medium size company they do not have much money. Therefore, in this paper will provide a best high availability solution 
for medium size enterprise. 
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the enterprise and how much it actually helps 
compared to using other protocols and find out if 
companies like this protocol and decide to stick with it 
or change. 


1. INTRODUCTION ON THE IMPACT OF MEDIUM SIZED 
ENTERPRISES (MSEs) 

First Hop Redundancy Protocols also known as FHRPs is a 
redundancy protocol. What this protocol is used for is to help 
shield the default gateway against a sole point of failure and 
to also help with doing load balancing if there are more than a 
single uplinks that are available at the first- hop routers. 
Some examples of the First Hop Redundancy Protocols 
include HSRP (Hot Standby Router Protocol), VRRP (Virtual 
Router Redundancy Protocol), and GLBP (Gateway Load 
Balancing Protocol). “Although MSEs being relative smaller 
in both user based and ICT infrastructure, this does not mean 
low technology adoptions" [1]. The research aims to deliver 
the following objectives as shown in 

Table 1. 

_ Table 1: Research Objective _ 

RO1: To find out the cost it would take to implement the 
protocol 

R02: To find out how much work or hassle it would be 
to implement such protocol 

R03: To discover the satisfaction enterprise would gain 
_ from this protocol _ 

R01: To find out the amount of money it would take if we 
actually implement GLBP in a medium sized 
enterprise. This is to make sure that it would not cost 
too much for a medium sized enterprise and that it is 
actually feasible to implement such a protocol at that 
level. 

R02: To see if it is too hard to handle for a medium sized 
enterprise. To check if the workload would be too 
harsh or hard to implement for them. 

R03: To find out if medium sized enterprise is pleased with 
the implementation of GLBP and its performance for 
the enterprise. And to find out what role GLBP plays in 


This paper aims to answer the research objective via the 
research question in Table 2 [9] [10] [11]. 


_ Table 2 : Research Questions _ 

RQ1: How much does it cost if we implemented 
these protocol? 

R02: How difficult is it to use such a protocol on a 
medium size enterprise. 

RQ3: How would it affect the enterprise if this 
_ protocol is integrated inside _ 

RQ1: Compare with VRRP and HSRP this protocol might 
more difficult to configure than others protocol but 
even if it is difficult to configure, the company doesn't 
need to hire a network expert to maintain it, a fresh 
graduate network major student is able to maintain 
and handle it. So the cost would only be the pay of the 
new staff or fresh graduate and also the price of the 
router capable of GBLP which cost around 175 USD. 

RQ2: For a medium sized company, it would actually not be 
too hard to implement this protocol. However, it also 
depends on the enterprise's amount of network expert 
they have. If the enterprise only has 1 network expert 
that handles it, it might be too tough for him. 

RQ3: GLBP would result in able to achieve load balancing. 
This would make it efficient in using its resources and 
also increase its availability to high. GLBP would make 
enterprise have less trouble and chance to face failure 
or network being not available. 


Table 2 : Research Questions 
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Table 3 : First Hop Redundant Protocol Matrix 


Advantages 

Disadvantages 

VRRP 

-Simple network management 
-High adaptability 
-Low network overhead 
-Free patent protocol 

-Not secured 

HSRP 

-Easy to configure 
-Traffic is minimal 

-Recovery time speed 

-Weak security 

-Cisco proprietary protocol 

GLBP 

-Resources used efficiently 
-High availability 
-Automatic load balancing 
-Low administration cost 
-Simple access layer design 

-Cisco proprietary protocol 
-High complexity 


VRRP (Virtual Router Redundancy Protocol) 

VRRP Advantages 

The first advantage of VRRP is that it has a simple network 
management. VRRP has a simplified network management. It 
is easy to deploy VRRP on broadcast LANs and multicast such 
as Ethernet. You can make sure that the system will be able to 
contribute default links which are highly reliable without 
changing any configurations. For example protocols such as 
route discovery protocols or dynamic routing protocols. If a 
device fails, it will prevent the network interruption because 
of a single link failure. 

VRRP also has a high adaptability making it suitable in a lot of 
situations. The VRRP packets will be encapsulated in an IP 
packet, it will then be supported by different kinds of upper 
layer protocols. 

Besides that, VRRP has a low network overhead. VRRP only 
defines one packet type. VRRP advertisement can only be 
sent out by the master in a VRRP group. 

VRRP Disadvantages 

The disadvantage VRRP is that is has a low security. No 
security method is used, making the authentication method of 
VRRP weak. 

HSRP (Hot Standby Router Protocol) 

HSRP Advantages 

HSRP is fairly easy to configure, this is because the protocols 
does not have any effect on the host's configuration or 
routing tables. 

Another advantage of HSRP is that the traffic is minimal. 
HSRP protocol increase the traffic by a small level making it 
not affecting the traffic flow and not causing bottle necking of 
network. 

HSRP Disadvantages 

HSRP has a slow recovery time speed. The recovery time 
speed takes up to three second. For this kind of protocol 
three second is intolerable for real time traffic. For example, 
voice over IP traffic. HSRP 

HSRP also has a low security. HSRP has two main issues with 
its security related problem. The first being it case by the 
router's incorrect configuration. This can make several 
routers be active or none of it being active. The second 
security problem it has is related to hostile user. If a hostile 
user is willing to cause Denial of Service or to seize 
confidential traffic. If an untrusted or unknown user is able to 
configure a device to take control the HSRP active router, it is 


a major security threat. However, with the combined use of 
Time To Live (TTL) along with local multicast address 
224.0.02 it makes it extremely tough to actually attack HSRP 
if not being connected directly to the network. 

GLBP (Gateway Load Balancing Protocol) 

GLBP Advantages 

The first advantage of GLBP is that it efficiently uses its 
network resources. Several paths upstream can be utilized at 
the same time from the gateway. 

It also has high availability. GLBP offers improved 
redundancy removing single point of failure of the first- hop 
gateway. GLBP can use the enhanced object tracking feature 
to ensure redundancy implementation mirrors network 
capabilities. This feature can also be used for HSRP and VRRP 
[ 8 ], 

GLBP also has an automatic load balancing feature. The off- 
net traffic is shared among gateways that are available on a 
per-host basis, following the load- balancing algorithm that is 
defined. 

GLBP also has a lower administration costs. This is because 
all the host on the subnet uses the same default gateway 
while load balancing is still able be accomplish. Making 
several gateway and groups not needed. 

GLBP Disadvantages 

Another disadvantage of GLBP is that it is cisco proprietary 
protocol. Meaning that is only compatible with Cisco 
products, this would mean that you would have to purchase 
Cisco products if you want to use this protocol. 

GLBP is also a very complex protocol. Its complexity of 
network management is higher because of the high number 
of configurable parameters that are taken into consideration. 

2. METHODOLOGY 

Methodology that use in this research is interview. The 
advantage of doing interview is can get more extra details on 
the spot while doing interview. Furthermore, answer that get 
from interview is more accurate. Interview as methodology 
in this research is because it is difficult to get people who 
knowFHRP. Normally who know this only people who work 
in network field. Therefore, in this research will interview 3 
network experts and from there to gather data. 

The data is to be collected via the following methodology as 
summarized in Table 4 below. 
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Table 4 : Research Methodology [3] [6] 


Research Dimension 

Explanatory Sequential 
Design 

Research Methodology 

Qualitative Reasoning 

Research Methods 

Personalized Interview 
Simulation Testing 


> Simulation Testing 

Network simulation is use a software that create a virtual 
environment that contain most of the equipment and tools to 
do network testing and design. So without using real 
machine able to encounter and predict some error before 
using real machine. 

3. RESULTS AND FINDINGS 

According out research we found that among all the FHRP 
GLBP is the best solution for medium size enterprise. GLBP 
is the best solution for every Medium Size company. It is 
because, there are some company like company that do 
animation normally the file they use are up to few TB per 
project. Therefore, Load Balancing is required. On top of 
these, among HSRP, VRRP and GLBP, GLBP is the only first 
hop redundancy protocol that able to do redundancy and 
load balancing [12]-[16]. GLBP is also the one most cost 
efficient because while doing redundancy all the router also 
running compare with VRRP and HSRP while 1 router 
running another router is only waiting GLBP is utilized the 
resources [17][20]. 


Gateway Load & lancing Protocol (GLBP) 



Figure above is GLBP network topology design by using 
GNS3, a network simulation tool. 

Amount of network expert who thinks redundancy and load balancing is not 
required. 



Figure 2: Certification Selection Preference 

Based on network expert's opinion, 33.3% says that it is not 
necessary to have redundancy and load balancing function. 
However, 66.7% says that it is necessary for a medium sized 
enterprise. The reason for why the expert say it is not 
necessary is because it uses a layer 3 switch and also have a 
very low rate of failure. 


Amount of network expert who thinks cost is the most important factor in 
choosing protocol for a medium sized enterprise. 



Figure 3: Certification Selection Preference 

The figure above states that one of the most important factor 
in determining the protocol to choose is to think of the cost 
of the protocol. This is based on the survey done, 66.7% 
expert thinks that cost is the main factor. On the other hand, 
there is a 33.3% that does not agree with that statement. The 
reason as to why the expert say that cost is not the main 
factor is because he says it does not cost much. 


Rl>ping 192.168.1.254 

Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echos to 192.168.1.254, timeout is 2 seconds: 

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/231/1096 
Rl>ping 10.0.0.1 

Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echos to 10.0.0.1, timeout is 2 seconds: 

Success rate is 100 percent (5/5), round-trip min/avg/max = 20/62/156 i 
Rl>traceroute 10.0.0.1 

Type escape sequence to abort. 

Tracing the route to 10.0.0.1 

1 192.168.1.1 164 msec 8 msec 132 msec 

2 10.0.0.1 60 msec 68 msec * 


Figure 4: Before Router 2 the main AVG down 

In this experiment there are 5 routers in use. Router 1 = Rl. 
RI is the host and acts like a PC whereas Router 5 acts like a 
server. From router 2 to router 4 these router does 
redundancy and load balancing. From the figure above we 
can know that before router two is down, Rl ping to virtual 
IP and R5 is working fine and from traceroute, we are able to 
see that Rl is using R2's path to reach R5. 


RI>tracezo--L3te 10.0.0.1 

Type escape sequence to abort. 
Tracing the route to 10.0.0.1 

1 * 

132.165.1.3 1 msec 52 msec 
2 10.0.0.1 32 msec 176 msec * 


Figure 5: After R2 the main AVG breakdown 

In figure 5, it shows that after R2 breakdowns by shutting 
down the interface that is connected with Rl. This is able to 
seen from the picture trace route Rl using R4's path to reach 
R5. 

4. CONCLUSION AND FUTURE WORKS. 

In conclusion, technology is getting more advance nowadays 
and network plays a very important role in connection and 
communication. Therefore, to overcome network availability 
issue for medium size enterprise, GLBP is a very good 
redundancy protocol for Medium Size Enterprise. 

“Energizing ICT infrastructure for Malaysia competitiveness 
during economic turbulence" Error! Reference source not 
found, become a crucial and avoidable consideration for the 
MSE. 
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Malaysia is developing and improving daily, we hope that in 

the near future there will be more Medium Size Enterprise to 

apply GLBP protocol in their company to achieve higher 

availability network. 
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